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Information Technology Security Manual

“Security is never black and white, and contextteratmore than technology. Just
because a secure operating system won'’t protectsadeand grenades doesn’t mean it's
useless; it just means that we can’t throw awaywalls and door locks and window
bars. Different security technologies have imparfdaces in an overall security
solution. A system might be secure against theagecriminal, or a certain type of
industrial spy, or a national intelligence agendthva certain skill set. A system might
be secure as long as certain mathematical advaiecésoccur, or for a certain period of
time, or against certain types of attacks. Likg adjective, “secure” is meaningless out
of context.”

Bruce Schneler - Secretsand Lies - Digital Security in a Networked World

1. Preamble

Mohave Community College acknowledges an obligatitoensure appropriate security
for all Information Technology (IT) data, equipmgaihd processes in its domain of
ownership and control. Within this context the IEgé endeavors to balance the need for
security against unreasonable risk with the neesdumfents, faculty, and staff to be able
to use its systems with the minimum of encumbranidge obligation for security is
shared, to varying degrees, by every member oCtikege.

This document will:
1. Enumerate the elements that constitute IT #gcur
2. Explain the need for IT security.

3. Specify the various categories of IT data, popgint, and processes subject to this
policy.

4. Indicate, in broad terms, the IT security resloilities of the various roles in which
each member of the College may function.

5. Indicate appropriate levels of security throstdndards and guidelines.
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2. Scope of IT Security
2.1. Definition of Security

Security can be defined as “the state of beingfiicga unacceptable risk.” Risk for the
College concerns the following categories of losses

» Confidentiality of Information.
* Integrity of data.

* Assets.

» Efficient and Appropriate Use.
» System Availability.

Confidentiality refers to the privacy of personakorporate information. This includes
issues of copyright.

Integrity refers to the accuracy of data. Losdath integrity may be gross and evident,
as when a computer disk fails, or subtle, as whelmeaacter in a file is inappropriately
altered.

The assets that must be protected include:

» Computer and Peripheral Equipment.

e Communications Equipment.

* Computing and Communications Premises.
* Supplies and Data Storage Media.

» Computer Programs and Documentation.

* Information/Data.

Efficient and Appropriate Use ensures that colldgeesources are used for the purposes
for which they were intended, in a manner that dessnterfere with the rights of others
or established policy.

Availability is concerned with the full functionaliof a system (e.g. finance or payroll)
and its components.

The potential causes of these losses are termeghtth” These threats may be human or
non-human, natural, accidental, or deliberate.

2.2. Domains of Security
This policy will deal with the following domains skcurity:

» Computer system security: CPU, Peripherals, Opgy&ystems. This includes data
security.
» Physical security: The premises occupied by thpdisonnel and equipment.
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» Operational security: Environment control, poweunipgent, operation activities.

» Procedural security by IT, vendor, management pesip faculty, staff and students.

» Communications security: Communications equipmeertsonnel, transmission
paths, and adjacent areas.

3. Reasons for IT Security

Confidentiality of information is mandated by commiaw, formal statute, explicit
agreement, professional practice, and/or conventidifferent classes of information
warrant different degrees of confidentiality.

The hardware and software components that corestitiet College’s IT assets represent a
sizable monetary investment that must be protecidek same is true for the information
stored in its IT systems, some of which may hakenasignificant resource investments
to generate, and some of which can never be repeadu

The use of College IT assets other than in a maamefor the purpose for which they
were intended represents a misallocation of vatu@llllege resources, and possibly a
danger to its reputation or a violation of the law.

Finally, proper functionality of IT systems is rexgd for the efficient operation of the
College. Some systems, such as the Human Respkioaace, Student Administration,
and Library systems are of paramount important¢beanission of the College. Other
systems (e.g. somebody’s PC) are of less importance

4. Roles and Responsibilities
4.1. Policy Management

Approval of the IT Security Manual is vested wikie tChancellor, the Chief Executive
Officer of the College.

Advice and opinions on the Manual will be given by:

» Technology Support Services (TSS)
* Technology Support Services Advisory Committee (ASPH

Formulation and maintenance of the IT Security Mamgithe responsibility of the Vice
Chancellor for IT.

4.2. Policy Implementation

Each member of the College will be responsiblenieeting published IT standards of
behavior. IT security of each system will be tesponsibility of the designated system
custodian.
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4.3. Custodians

* TSS will be the custodian of all strategic systdatfprms.

* TSS will be custodian of the strategic communicaisystems.

* TSS will be custodian of all central computing leddories.

* Department Chairs and Heads will be custodiansrafegjic applications and
platforms under their management control.

* Individuals will be custodians of desktop systemdar their control.

4.4. Individuals
All users of College IT resources:

1. Will operate under the provisions of the “ApdenA: Standards and Guidelines for
All Users of College Computing and Network Facii#i”

2. Must behave under the “Code of Practice” pravisiof the “Standards and
Guidelines for All Users of College Computing anetiork Facilities.”

3. Are responsible for the proper care and us& oé$ources under their direct control.

4.5. College Services

It is recognized that various sections of the Gmlprovide services that relate to IT
security, both directly and indirectly. It is exgped that there will be collaboration
between these sections and Technology Supportcesr¢TSS) in generation of
standards and implementation of the policy. Sofrtase sections and their services
are:

* Human Resource®ersonnel selection, induction, and exit-procegssiDisciplinary
action for faculty/staff.

» Registrar:Policies concerning confidentiality, privacy, arapyright.

» Facilities:Physical building security.

» Campus PresidentBisciplinary agent for students.

» Instutional Effectivenessintitutional reporting

» Dental HygieneCustomer database including confidential inforoati

4.6. Standards and Guidelines

Standards (mandatory) and guidelines (suggestimitid)e published as attachments to
this policy to assist users and system custod@mnseiet their IT security responsibilities.
These standards and guidelines, though presentthabments, are an integral part of
this College’s IT Security Manual and thereforeineit.
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5. Policy Documentation
5.1. Documents
This policy is enunciated by four documents:

1. “IT Security Manual”

2. “Standards and Guidelines for All Users of CgleéComputing, Learning and
Network Facilities”

3. “Standards and Guidelines for Strategic Systems”
4. “Standards and Guidelines for Desktop Computers”

5.2. Acknowledgment

Mohave Community College gratefully acknowledgesdlsistance of SunGard Higher
Education and its entities in the creation of tesument.

5.3. Availability

It is intended that this IT Security Policy be galyl accessible in its entirety via the
College’s Web page. There is the requirementdhaisers of College IT resources be
familiar with relevant sections of this policy.

5.4. Changes

The IT Security Manual is to be a “living” documehat will be altered as required to
deal with changes in technology, applications, edoces, legal and social imperatives,
perceived dangers, etc.

Major changes will be made in consultation with A&S and with the approval of the
Chancellor.
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Appendix A — Standards and Guidelines for All
Users of College Computing and Network
Facilities

1. Conditions of Use of Computing, Learning & Networking
Facilities

1. Itis the policy of the College that its compgti learning, and networking facilities
are intended for use for teaching, learning, reseand administration in support of
the College's mission. Although recognizing ther@asing importance of these
facilities to the activities of staff and studeritee College reserves the right to limit,
restrict, or extend access to them.

2. All persons using the computing, learning anvoeking facilities shall be
responsible for the appropriate and reasonablefube facilities provided as
specified by the “Codes of Practice” of this polieyd shall observe conditions and
times of usage as published by the Custodian ofykm.

3. ltis the policy of the College that its commgti learning and associated network
facilities are not to be used for personal, comimaéor non-College-related purposes
without written authorization from the College. dny dispute as to whether work
carried out on the computing, learning and netwagKacilities is internal work, the
decision of the Chancellor or his/her designeel sieafinal.

4. The user will not record or process informatilatd which knowingly infringes any
patent or breaches any copyright.

5. The College will endeavor to protect the coniitildity of information and material
furnished by the user and will instruct all compgtpersonnel to protect the
confidentiality of such information and materialitibhe College shall be under no
liability in the event of any improper disclosure.

6. The College will endeavor to safeguard the ilgtyi of loss of information within
the College's computing, learning and networkirgylitees but will not be liable to
the user in the event of any such loss. The usist take all reasonable measures to
further safeguard against any loss of informatidgthivw the College's computing,
learning and networking facilities.

7. In the event of a loss of information/data witthie system, TSS will endeavor to
help restore the information.

8. The use of the computing, learning and netwagykatilities is permitted by the
College on the condition that it will not involvie infringement of any patent or the
breach of any copyright and the user agrees tanindg and keep indemnified the
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10.

11.

12.

13.

14.

15.

College and each member and every member of ffsagfainst all actions, claims,
and demands for infringement of patent and or bre@fcopyright which may be
brought or made against the College or any memiigs staff arising out of or in
connection with the use of the computing and netimgrfacilities.

Users of the computing, learning and networkawgiities recognize that when they
cease to be formally associated with the Collegg (@ longer an employee,
enrolled student, or visitor to the College), theformation/data may be removed
from College computing, learning and networkinglfaes without notice. Users
must remove their information/data or make arrargg@mfor its retention prior to
leaving the College.

The College reserves the right to limit ormesany user's usage of the computing,
learning and networking facilities; to copy, rempue otherwise alter any
information/data or system that may undermine titb@ized use of the computing,
learning and networking facilities; and to do séhaar without notice to the user in
order to protect the integrity of the computingri@ng and networking facilities
against unauthorized or improper use, and to preigtorized users from the effects
of unauthorized or improper usage.

The College, through authorized individualserges the right to periodically check
and monitor the computing, learning and networKamdlities, and reserves any other
rights necessary to protect them.

The College disclaims responsibility and wal e responsible for loss or disclosure
of user information or interference with user im@tion resulting from its efforts to
maintain the privacy, security, and integrity oé ttomputing, learning, and
networking facilities and information.

The College reserves the right to take emesgaation to safeguard the integrity and
security of the computing, learning and networkiagjlities. This includes but is not
limited to the termination of a program, job, orlore session, or the temporary
alteration of user account names and passwords.taking of emergency action
does not waive the rights of the College to tak#itamhal actions, up to and including
disciplinary actions, under this policy.

Users of the computing, learning and networkauglities do so subject to applicable
laws and College policies. Mohave Community Calégsclaims any responsibility
and/or warranties for information and materialsdieg on non-College computer
systems or available over publicly accessible ngtsjeexcept where such
responsibility is formally expressed. Such mailsrdo not necessarily reflect the
attitudes, opinions, or values of Mohave Commu@itflege, its staff, or students.

The Vice Chancellor for Information TechnolagyCampus President may suspend
any person from using the computing, learning agtevarking facilities after
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appropriate investigation. Actions that may regukuspension include, but are not
limited to, the following:

* responsible for willful physical damage to anyloé tomputing, learning and
networking facilities;

* in possession of confidential information/data oted improperly;

» responsible for willful destruction of informatiat@ta;

» responsible for deliberate interruption of servipesvided by TSS;

» responsible for the infringement of any patenthar breach of any copyright;

e gaining or attempting to gain unauthorized accesstounts and passwords;

* gaining or attempting to gain access to restriet@és without the permission of
the Vice Chancellor for Information Technology;

* responsible for inappropriate use of the facilities

» responsible for prohibited use of the college ersystem, including forwarding
jokes, engaging in social commentary, personalegiot signatures, etc. as
detailed in the Email Use Directive,

» responsible for the display, generation or distidouof offensive material in
violation of College policy.

16. External work or use of the computing, learrang networking facilities shall not be
undertaken which would prevent College users frawirig their usual access to the
facilities.

2. Code of Practice in the Use of Computing, Learning & Network
Facilities
2.1. Introduction

Standards for the use of the College's computeayning and networking facilities
derive directly from standards of common sensecamimon decency that apply to the
use of any shared resource. The College commdajignds on a spirit of mutual
respect and cooperation to resolve differencesesmlve problems that arise from time
to time. This Code of Practice is published it ggrit. Its purpose is to specify user
responsibilities and to promote the appropriateaid@ for the protection of all members
of the College community.

2.2. Appropriate and Reasonable Use

Appropriate and responsible use of the Mohave ConitynCollege computing, learning
and networking facilities is defined as use thatassistent with the teaching, learning,
research, and administrative objectives of thee€gelland with the specific objectives of
the project or task for which such use was autkdrizAll uses inconsistent with these
objectives are considered to be inappropriate use.
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2.3. Responsibilities

Users of the Mohave Community computing, learnind aetworking facilities accept
the following specific responsibilities:

1.

Security:

* To safeguard their data, personal information, \wasss and authorization codes,
and confidential data;

» To take full advantage of file security mechanidrast into the computing &
learning systems;

* To choose their passwords wisely and to change gary 90 days (see Section
4);

» To follow the security policies and procedures lgisthed to control access to and
use of administrative data.

Confidentiality:

» To respect the privacy of other users; for exampde to intentionally seek
information on, obtain copies of, or modify filéapes, or passwords belonging to
other users or the College;

* Not to represent others, unless authorized to dexpbicitly by those users;

* Not to divulge sensitive personal data to whiclythave access concerning staff
or students without explicit authorization to do so

To respect the rights of other users; for examl comply with all College policies
regarding sexual, racial, and other forms of hanasé. Mohave Community College
is committed to being a racially, ethnically, aetigiously heterogeneous
community.

To respect the legal protection provided by cogyrand licensing of programs and
data; for example, not to make copies of a liceraedputer program to avoid paying
additional license fees or to share with other sig&ee Appendix E)

To respect the intended usage of resourcesxnple, to use only the account name
and password, funds, transactions, data, and mesessigned by service providers,
unit heads, or project directors for the purpogpexiied, and not to access or use
other account names and passwords, funds, transsctlata, or processes unless
explicitly authorized to do so by the appropriatéharity.

To respect the intended usage of systems fotrefec exchange (such as email,
Internet, etc.); for example, not to send forgextbnic mail, mail that will
intimidate or harass other users, chain messagesdh interfere with the efficiency
of the system, or promotional mail for profit-magfipurposes. Also, not to break
into another user's electronic mailbox or read smmeslse's electronic mail without
their permission.
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7. To respect the integrity of the computing, l&@grand networking facilities; for
example, not to intentionally develop or use praggatransactions, data, or
processes that harass other users or infiltrateytbiem or damage or alter the
software or data components of a system. Altanatio any system or network
software or data component are to be made onlyrispéific instructions from
authorized academic staff, unit heads, projectthirs, or management staff.

8. To respect the financial structure of the conmgytlearning and networking
facilities; for example, not to intentionally dewplor use any unauthorized
mechanisms to alter or avoid charges levied byCibléege for computing, learning,
network, and data processing services.

9. To adhere to all general College policies amat@dures including, but not limited to,
policies on proper use of information resources@mdputing, learning and
networking facilities; the acquisition, use, andpdisal of College-owned computer
equipment; use of telecommunications equipmengllage of software; and legal
use of administrative data.

10. To report any information concerning instanoeshich the College IT Security
Manual or any of its standards and codes of prattas been or is being violated, to
the TSS Help Desk which will redirect the incidémthe appropriate person(s) for
action or will handle it directly.

2.4. Code of Practice for Specific Activities
The following apply to specific activities.

2.4.1. lllegal activity

In general, it is inappropriate use to store andiee access to information on the
College computing, learning and networking fa@htithat could result in legal action
against the College.

2.4.2. Objectionable material

The College's computing, learning and networkirglitees must not be used for the
transmission, obtaining possession, demonstradiot advertisement or requesting the
transmission of objectionable material, namely:

1) Pornography of any kind or form, especially @Hornography;

2) Material that promotes crime or violence, olite€ or instructs in matters of crime or
violence; or

3) Material that describes or depicts materiah manner that is likely to cause offense
to a reasonable adult.
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Users of the facilities should be aware that there might be severe penalties for such
activities.

2.4.3. Restricted Material

The College's computing, learning and networkirgylitees must not be used to transmit
or make available restricted material to a minor.

2.4.4. Restricted Software and Hardware

Users should not knowingly possess, give to angibeson, install on any of the
computing, learning and networking facilities, any programs or other information
which could result in the violation of any Collegelicy or the violation of any
applicable license or contract. This is directaadrds but not limited to software known
as viruses, Trojan horses, worms, password breakedspacket observers/sniffers and
includes hardware/software taken for personal #gghorization to possess and use
Trojan horses, worms, viruses and password breédelsgitimate research or
diagnostic purposes must be obtained from the izancellor for IT.

The unauthorized physical connection of monitodegices to the computing, learning
and networking facilities which could result in thielation of College policy or
applicable licenses or contracts is inappropriagt urhis includes but is not limited to
the attachment of any electronic device to the admg, learning and networking
facilities for the purpose of monitoring data, peisk signals or other information.
Authorization to possess and use such hardwaleddamate diagnostic purposes must
be obtained from the Vice Chancellor for IT.

2.4.5. Copying and Copyrights

1. Users of the computing, learning and networkagjlities must abide by the Mohave
Community College Copyright Policy, which covergpgaght issues pertaining to
College faculty, staff and students as well as casioned works of non-employees.
(See Appendix D)

2. Respect for intellectual labor and creativitgssential to academic discourse. This
tenet applies to works of all authors and publisherall media. It includes respect
for the right to acknowledgment and right to deteerthe form, manner, and terms
of publication and distribution. If copyright etgsas in most situations, it includes
the right to determine whether the work may beadpced at all. Because electronic
information is volatile and easily reproduced desdd, respect for the work and
personal expression of others is especially ctittaomputing, learning and
networking environments. Viewing, listening tousing another person's
information without authorization is inappropriatee of the facilities. Standards of
practice apply even when this information is lefprotected.
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3. Most software that resides on the computingnieg and networking facilities is
owned by the College or third parties, and is pi@e by copyright and other laws,
together with licenses and other contractual agee¢sn Users are required to respect
and abide by the terms and conditions of softwaeeand redistribution licenses.
Such restrictions may include prohibitions agaatgiying programs or data for use
on the computing and networking facilities or fastdbution outside the College;
against the resale of data or programs, or theitem for non-educational
purposes or for financial gain; and against pudbiéclosure of information about
programs (e.g., source code) without the ownetlsoaization. College employees
who develop new packages that include componebjedtiio use, copying, or
redistribution restrictions have the responsibildynake any such restrictions known
to the users of those packages.

2.4.6. Harassment

1) College policy prohibits sexual and discrimingtbarassment. The College’s
computing, learning and networking facilities ac# to be used to libel, slander, or
harass any other person. The following constiextEmples of Computer
Harassment:

Intentionally using the computer to annoy, hargessify, intimidate, threaten, offend
or bother another person by conveying obscene &ggictures, or other materials
or threats of bodily harm to the recipient or teeipient's immediate family.

Intentionally using the computer to contact anofienson repeatedly with the intent
to annoy, harass, or bother, whether or not anyaghotessage is communicated,
and/or where no purpose of legitimate communicagixists, and where the recipient
has expressed a desire for the communication &ecea

Intentionally using the computer to contact anofienson repeatedly regarding a
matter for which one does not have a legal rigltaimmunicate, once the recipient
has provided reasonable notice that he or sheedesilch communication to cease.

Intentionally using the computer to disrupt or dgméhe academic, research,
administrative, or related pursuits of another.

Intentionally using the computer to invade the acly, academic or otherwise, of
another or the threatened invasion of the privd@nother.

2) The display of offensive material in any publielccessible area is likely to violate
College harassment policy. There are materialgadota on the Internet and
elsewhere that some members of the College comynwiiitfind offensive. One
example is sexually explicit graphics. The Colleganot restrict the availability of
such material, but it considers its display in alfly accessible area to be
inappropriate. Public display includes, but is lmoited to, publicly accessible
computer screens and printers.
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2.4.7. Resource Degradation

1. Itis inappropriate use to deliberately perf@ny act which will impair the operation
of any part of the computing, learning and netwogkiiacilities, or deny access by
legitimate users to any part of them. This inckidat is not limited to wasting
resources, tampering with components or reduciaggerational readiness of the
facilities.

2. The willful degradation of computing, learningdanetworking resources is
inappropriate use. Degradation includes but idinoted to passing chain letters,
willful generation of large volumes of unnecesganiynted output or disk space,
willful creation of unnecessary multiple jobs oopesses, or willful creation of
heavy network traffic. In particular, the practwiewillfully using the College's
computing, learning and networking facilities foetestablishment of frivolous and
unnecessary chains of communication connectioas inappropriate waste of
resources.

3. The sending of random mailings (“junk mail”)usacceptable. It is poor etiquette at
best, and harassment at worst, to deliberately semadnted mail messages to
strangers. Recipients who find such junk mail otigmable should contact the
sender of the mail, and request to be removed thenmailing list. If the junk mail
continues, the recipient should contact the TS$ IBelsk.

2.4.8. Game Playing

Limited recreational game playing that is not mdran authorized and assigned research
or instructional activity, is tolerated as longths user does not install any software nor
play any game that utilizes network resources ¢y pre-installed games that run
locally on the pc). College computing, learningl aetwork services are not to be used
for extensive or competitive recreational game ipigy Recreational game players
occupying a seat in a public computing facility mgise up that computing position
when others who need to use the facility for acad@mresearch purposes are waiting.

2.4.9. Commercial Use

The College provides college computing, learnind aetwork facilities for the support
of its mission. It is inappropriate to use the pommng, learning and networking facilities
for:

1. Commercial gain or placing a third party in &igon of commercial advantage.

2. Any non-College related activity, including n@ullege related communications.

3. Commercial advertising or sponsorship exceptrevBach advertising or sponsorship
is clearly related to or supports the mission ef@ollege.
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This paragraph is not intended to restrict freeespeor to restrict the College from
setting up Information Servers or other servicexdjgally designated for the purpose of
fostering an "electronic community" with the widermmunity the College serves.

2.4.10. Use for Personal Business

College computing, learning and network faciliteay not be used in connection with
compensated outside work nor for the benefit ofnizations not related to Mohave
Community College, except in connection with scHglpursuits (such as academic
publishing activities) or in a purely incidental yaThis and any other incidental use
(such as electronic communications or storing dataingle-user machines) must not
interfere with other users' access to resourcasngater cycles, network bandwidth, disk
space, printers, etc.) and must not be excessive.

2.4.11. Additional Guidelines at Local Sites

The College computing, learning and network faesitare composed of many "sites."
Each site may have local rules and regulations¢hvbgovern the use of computing,
learning and network facilities at that site. sare expected to cooperate with and
comply with College and local site policies. Sitdicies may be more restrictive than
College policy. It is the intention that the Co¢el T Security Manual represent a
minimum standard. Local administrators may impo®ee restrictive policies, which
become their responsibility to administer.

2.4.12. Connection to the Campus-Wide Data Network

To maintain the integrity of the College computitegrning and network facilities,
connections to the campus network are made ongpbygialized personnel under the
direction of the TSS network staff. Users are enaged to attach appropriate equipment
only at existing user-connection points. All resfisefor additional Network connections
or for the relocation of a connection should bected to TSS Help Desk.

2.4.13. Use of Desktop Systems

Users are responsible for the security and intggfiCollege information/data stored on
their personal desktop system. This responsibiitjudes making regular backups to
disc or H: drive; controlling physical and netwacess to the machine, and updating
and using approved virus protection software. §/sépuld avoid storing passwords or
other information that can be used to gain acaes$hier campus computing resources.
Users should not store College passwords or arer etinfidential data or information
on their laptop or home PC or associated mediasuth information should be secured
after any connection to the College network.

2.4.14. Use of External Services

It is the user's responsibility to adhere to tlamdards of external networks. The College
cannot and will not extend any protection to uséisuld they violate the policies of an
external network.
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2.4.15. Printouts

Users are responsible for the security and privddard-copy versions of College
information, data, and reports.

3. Appropriate and Reasonable Use of Electronic Mail

3.1. Preamble

Electronic mail and communications facilities piaed by Mohave Community College
are intended for teaching, research, outreach dmihastrative purposes. Their use is
governed by College rules and policies, applicéoles, and acceptable use policy of the
provider.

Electronic mail may be used for personal commurooatwithin reasonable and
appropriate limits. The maximum data storage foaikis 100 megabytes.

3.2. Scope

These Appropriate Use standards cover all eleatnmiil systems used by members of
the College community, from the College’s networlconnecting to the College’s
network or while acting in an Official College cags.

3.3. Appropriate Use and Responsibility of Users

Electronic mail can be informal like a phone caltlg/et irrevocable like an official
memorandum. Because of this, users should explreitognize their responsibility for
the content, dissemination and management of thesages they send. This
responsibility means ensuring that messages:

* Do not contain information that is harmful to thellége or members of the College
community;

» Are courteous and polite;

» Are consistent with College policies;

» Protect others’ right to privacy and confidentiglit

» Do not contain obscene, offensive or slanderous madit

» Are not used for purposes that conflict with thdl€ye’s interests;

» Contain an accurate, appropriate and informatigeagure;

* Do not unnecessarily or frivolously overload theaimystem (e.g. spamming and
junk mail is not allowed);

* Are not for commercial purposes unless authorizethbé College.

Users should cover periods of absence by adoptirappropriate vacation message
strategy.
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Electronic mail containing a formal approval, authation, delegation or handing over
of responsibility must be copied to paper and faggropriately for purposes of evidence
and accountability.

Users must ensure that personal information irctistody of the College is protected in
accordance with the College’s Intellectual Prop&uwyicy.

3.4. Email Message retention

Email message storage will be managed by systemmatration personnel and
retained for two years. If a user determines éima¢mail message needs to be kept
beyond the applicable retention period, that messaguld be printed or archived to the
users local hard drive.

3.5. Data Backups

Although TSS does everything possible to back up deeas, it is the responsibility of
the individual user to backup their own data.

3.6. Confidentiality and Security

» Electronic mail is inherently NOT SECURE.

» As College networks and computers are the propdrtiye College, the College
retains the right to allow authorized personnehtmitor and examine the
information/data stored within.

» Itis strongly recommended that personal and cenfidl material not be stored on or
sent through College equipment.

» Users must ensure the integrity of their passwadiabide by College policy on
password security (see the relevant section orwmaidssecurity).

» Sensitive confidential material should NOT be ganbugh the electronic mail
system unless it is encrypted.

» Confidential information should be redirected owlyere there is a need and with the
permission of the originator, where possible.

» Users should be aware that a message is not déletedhe system until all
recipients of the message and of any forwardedtaclaed copies have deleted their
copies and the individual message stores havedieared.

» Electronic mail messages can be forged in the seayeas faxes and memoranda. If
a message is suspect, users should take stepsfyoitgeauthenticity.

3.7. User Indemnity
Users agree to indemnify the College for any lassamnage arising out of improper use.

3.8. Limited Warranty

The College takes no responsibility and providesvaoanty against the non-delivery or
loss of any files, messages or data nor does @m@mny liability for consequential loss in
the event of improper use or any other circumstante the event of data or message
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loss, the remedy shall be limited to the refundmf relevant fees or charges relating to
the period in question.

4. Guidelines on Passwords

4.1. Password Management

» Passwords should be memorizatever written down.
» Passwords belong to individuals and mester be shared with anyone else.
» Passwords should be changed every 90 days, or irataldf compromised.

4.2. Password Administration

» TSS personnel regularly run password-cracking softvagainst their password files
to identity weak passwords. (In the event a wesdsword is found the user will be
contacted and instructed to change it.)

* New or changed passwords must be given directligdadentified user only - never
via email.

4.3. Password Construction

Password security isn't just a matter of thinkipgaunice word and keeping it to yourself.
You must choose a password which will be diffidalt someone else to guess or crack.

We often have a tendency to forget passwords, schaese something that has
particular relevance to ourselves: the name oadmne, our favorite car, sport, or ice
cream, etc. Anyone knowing a little about us cakena list of these words and easily
crack the password. All-digit passwords usuallyifdo this category - birth dates,
phone numbers.

Observe the following guidelines when choosing yoassword:

» A password should be at least 6 characters long.

* NEVER make your password a hame or something famllke your pet, your
children, or partner. Favorite authors and foodseasily guessed.

* NEVER, under any circumstances, should your passWwerthe same as your
username or your real name.

* DON'T use words that can be associated with you

* Do not have a password consisting of a word fratichonary. Most basic cracking
programs contain over 80000 words, and plenty datians.

* Try to have a password with a number or mixed tetsers. Simple substitutions like
a'l' foran'i', and '0' for an 'O' are easilygpsal. Add a '%' or '$' to the middle of the
password.

» Choose something you can remember, that can bd tygekly and accurately and
includes characters other than lowercase letters.
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Examples:

* Made-up "words" - chok-bel (can be "pronounced® agunctuation character)
* Personal acronyms - ihc,alt (I Hate Coffee, Andé.dea)
* Invert syllables - sick.sea (instead of 'seasick’)

5. Student Laboratory & Network Code of Practice

5.1. General

The College provides access to the College netfaoradministrative, academic,
research or study purposes only. The networkve@able but limited resource, which
must be shared with others. It is your obligatomise the facilities in an efficient,
ethical, legal and responsible manner, in accomanth the College’s “Code of Practice
in the Use of Computing, Learning and Network Raes” (Appendix A) “Appropriate
and Reasonable Use of Electronic Mail” (Appendixafiy the Code of Conduct
specified below. Grossly improper behavior maytmunds for termination of your
access or be subject to other penalties, whichapaly, up to and including disciplinary
actions.

5.2. Account Management

* Your student account is provided by the Colleggdar name for your use only.

* You must not share your account with family, frisrad make your password
available to any other person.

* You should change your password at least everya96.d

* You may not use the account of any other persbyiod inadvertently gain such
access to any unauthorized information, you shadidse the TSS Help Desk
immediately.

* In certain circumstances you may share an accoitimtothers where shared duties
apply. Such accounts will be specifically autheddy the Vice Chancellor for IT or
delegate. In such cases all sharers are joirglyaresible for the account but may not
share with others outside the group.

* You MUST NOT attempt to find the password of anotirger or access their account
in an unauthorized username.

5.3. Identification

You must carry a Photo ID at all times while usihg labs. TSS staff have the right to
deny access to the Labs to anyone without prostiitcation.

5.4. Appropriate Electronic Behavior

Users of the College network and the Internet akedto comply with guidelines of
network etiquette (netiquette). Netiquette is blame the use of good manners and
common sense. Some are:
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» Always acknowledge electronic mail.

* Limit your email to a single screen of text wheosgble.
* Do not send large files as email attachments.

* Do not use offensive language.

* Be polite to other users of the Internet.

5.5. Appropriate Use
Avoid wasting network resources:

* FTP should be used for academic and study purpoggs

» Participating in multi-user Internet applicatiomsg. MUDS, MOQ’s) is NOT
acceptable use unless authorized and monitoredinyigstructor as being an
essential component of your studies and TSS hasr@édied prior to its use.

5.6. lllegal Activities

* Do not download or copy software without approgriatithority or license.

* Itis an offense to knowingly inject viruses intayssystem or otherwise access any
system for which you have not received prior augadion from the owner /
custodian.

* Itis an offense to transmit material, which iseoi$ive, obscene, harassing,
slanderous, damaging to the files or programsuérst or which violate any
applicable law.

5.7. Laboratory Etiquette

* No food, drink, or cigarettes are to be consumetienabs.

» Avoid excessive noise. It annoys other usersl @&lnes and pagers should be set
to silent operation.

» Cell phone conversations should be conducted authigl labs.

* The number of workstations is limited. If possjlgéease limit your sessions to 30
minutes, when there are queues.

» Please be courteous to staff and fellow users.

» Game playing is not desirable. It is forbidden whigere are queues unless
authorized in writing by your lecturer as part ofly course.

* You are required to comply with any instructiondZollege staff member or Lab
Assistant.

6. Internet Conditions, Standards, and Guidelines
6.1. Scope

The new resources, new services, and inter-comvitycaivailable via the Internet
introduce new opportunities and new risks. In oese to the risks, this statement
describes the Mohave Community College officialigotegarding Internet use and
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security. It applies to all College employeesdstuts, contractors, and temporaries who
use the Internet with College computing, learninge&tworking resources, as well as
those who represent themselves as being connedtediehave Community College.

6.2. Transmission of Information
6.2.1. Downloading

All software downloaded from non-College sourcesthie Internet must be screened
with virus detection software prior to being invdkeéwWhenever the provider of the
software is not trusted, contact TSS for assistance

6.2.2. Suspect Information

All information taken off the Internet should bens@ered suspect until confirmed by
separate information from another source. Them®iguality control process on the
Internet, and a considerable amount of its inforomeaits outdated or inaccurate.

6.2.3. Contacts

Contacts made over the Internet should not beetlusith College information unless
reasonable steps have been taken to ensure thimbegyi of the contacts. This applies to
the release of any internal College information.

6.2.4. Information Security

Wiretapping and message interception is straigivdiod and frequently encountered on
the Internet. Accordingly, College, proprietary poivate information must not be sent
over the Internet unless it has first been encd/pyeapproved methods. Credit card
numbers, log-in passwords, and other parametersdnabe used to gain access to
College systems, networks and services, must neébeover the Internet in readable
form. Credit card numbers shall not be stored gnsanver accessible through the
Internet.

6.3. Software Security

College computer software, documentation, andthirotypes of internal information
must not be sold or otherwise transferred to amy@ollege party for any purposes other
than College purposes expressly authorized by tbe &hancellor for IT, Campus
President, or Chancellor.

Exchanges of software and/or data between Colledeaay third party may not proceed
unless a written agreement has first been sigeth an agreement must specify the
terms of the exchange, as well as the ways in wihielsoftware and/or data is to be
handled and protected. Regular business practstes: as shipment of software in
response to a customer purchase order--need rav@asuch a specific agreement since
the terms are implied.
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The College strongly supports strict adherencetiware vendors' license agreements.
Adherence to these agreements is subject to raaddits by these vendors. When
College computing or networking resources are eygulpcopying of software in a
manner that is not consistent with the vendor&niée is strictly forbidden.

6.4. Personnel Security
6.4.1. Privacy

Staff using College information systems and/orlttiernet should realize that their
communications are not automatically protected fuoemving by third parties. Unless
encryption is used, workers should not send inféilonaover the Internet if they consider
it to be private. Any doubts regarding the privaéynformation should be resolved by
contacting TSS.

6.4.2. Right to Examine

At any time and without prior notice, College maaangnt reserves the right to examine
email, personal file directories, and other infotiora stored on College computers. This
examination assures compliance with internal pedicsupports the performance of

internal investigations, and assists with the manant of College information systems.

6.4.3. Resource Usage

Mohave Community College encourages staff to explbe Internet, but if this
exploration is for personal purposes, it shouldibee on personal, not College time.
Likewise, games, news groups, and other non-Cobletjeities must be performed on
personal, not College time. Use of College conmgytiearning and network resources
for these personal purposes is acknowledged sodsrtige incremental cost of the usage
is negligible, and so long as no College activstpiie-empted by personal use.

6.4.4. Public Representations

Staff may indicate their affiliation with the Cafje in bulletin board discussions and
other offerings on the Internet. This may be doypexplicitly adding certain words, or it
may be implied, for instance via an email addrés<ither case, whenever staff provide
an affiliation, they must also clearly indicate tiy@nions expressed are their own, and
not necessarily those of Mohave Community Collegk .external representations on
behalf of the College must first be cleared witl Yhice Chancellor for IT, Campus
President, or Chancellor. Additionally, to avaigel problems, whenever any affiliation
with the College is included with an Internet megsar posting, "flaming" or similar
written attacks are strictly prohibited.

All staff must not publicly disclose internal Calle information via the Internet that may
adversely affect the College's relations or puintiage.

Care must be taken to properly structure commeantgjaestions posted to mailing lists,
public news groups, and related public postinggherinternet. If a user is working on a
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research and/or development project, or relatete@elmatters, all related postings must
be cleared with the Campus President, Vice Chaorcili IT, or Chancellor prior to
being placed in a public spot on the Internet.

6.5. Access Control

Unless the prior approval of TSS has been obtasteff, may not establish modems;
Internet or other external network connections.

Likewise, unless TSS has approved in advance, asengrohibited from using new or
existing Internet connections to establish new compation channels. These channels
include electronic data interchange (EDI) arrang@s)eslectronic malls with on-line
shopping, on-line database services.

6.6. Reporting Security Problems
TSS must be notified immediately when:

» Sensitive College information is lost, disclosedit@uthorized parties, or suspected
of being lost or disclosed to unauthorized parties.

* Unauthorized use of College information systemstaksn place, or is suspected of
taking place.

» Passwords or other system access control mechaarenhsst, stolen, or disclosed, or
are suspected of being lost, stolen, or disclosed.

* There is any unusual systems behavior, such asngiies, frequent system
crashes, misrouted messages.

Security problems should not be discussed widetysbauld instead be shared on a
need-to-know basis.

Users must not attempt to probe computer securghanisms at Mohave Community
College campuses or other Internet sites. If useige security mechanisms, alarms will
be triggered and College resources will needldssigpent tracking the activity.

Unless prior written authority has been obtainednfiTSS, files containing tools that
could be used for unauthorized access to compységrss, or other suspicious material
may be taken gzrima facie evidence of unauthorized access activity and mapse the
user to disciplinary procedures

6.7. Penalties

Violations of these computer security policies tzad to withdrawal and/or suspension
of system and network privileges and/or discipynaction.
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7. Information Privacy Principles

The following Information Privacy Principles areepented as guidelines for all members
of Mohave Community College.

7.1. Collection Limitation Principle

There should be limits to the collection of perdatata and any such data should be
obtained by lawful and fair means and where appatgrwith the knowledge or consent
of the persons involved.

7.2. Data Quality Principle

Personal data should be relevant to the purposesghich they are to be used and, to the
extent necessary for those purposes, should besiecaomplete and kept up-to-date.

7.3. Purpose Specification Principle

The purposes for which personal data is collededlsl be specified not later than at the
time of collection and the subsequent use limitethé fulfillment of those purposes or
such others as are not incompatible with thoseqaap and as are specified on each
occasion of change or purpose.

7.4. Use Limitation Principle

Personal data should not be disclosed, made aleataltherwise used, for purposes
other than those specified in accordance with iied.3 except with the consent of the
person or persons involved; or by the authoritiaof.

7.5. Openness Principle

There should be a general policy of openness ateuglopments, practices and policies
with respect to personal data. Means should l#lyeavailable of establishing the
existence and nature of personal data, and the poapose of their use, as well as the
identity and contact information of the data cusad

7.6. Individual Participation Principle
An individual should have the right:

* To obtain from a data custodian, or otherwise, icovation of whether or not the
custodian has data relating to that person;
* To have communicated to the person, data relatitigat person:

» within a reasonable time;

» atacharge (if any) that is not excessive;
* in areasonable manner; and

* in a form that is readily intelligible;
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* To be given reasons if such request is deniedi@bd able to challenge such denial;
and

* To challenge data relating to the person and itttelenge is successful, to have the
data erased, rectified, completed or amended.

7.7. Accountability Principle

A data custodian should be accountable for comglwiith measures which give effect
to the principles stated above.
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Appendix B - Standards and Guidelines for
Strategic Systems

1. Strategic System Platforms

1.1. Definition of ‘Strategic’
A strategic system is one that meesseral of the following criteria:

» s critical to the mission of the College.
* Affects large parts of the College.

* Yields College-wide benefits.

* s large.

* Is expensive.

Note: By this definition, the IRIS and Dental Hygeesystems qualify as strategic system
platforms.

1.2. Management of Strategic Systems
The following policies apply in the managementtoftegic systems:

1. Strategic platforms will be managed and operbiedSS.
2. The designated custodian of the applicationmidhage strategic Applications.

1.3. Physical Security
The following standards of physical security ohstgic platforms must be met:

* Premises must be physically strong and free froacoeptable risk from
flooding, vibration, dust, etc.

» Air temperature and humidity must be controlledavithin acceptable limits.

» Platforms must be electrically powered via UPSrtwvjule the following:

* Minimum of 15 minutes’ operation in the event gi@ver blackout.
* Adequate protection from surges and sags.
» Trigger an orderly system shutdown when deemedssacg.

1.4. Physical Access

* Premises will be staffed and controlled by desigdatSS staff.
» External doors will remain locked, preferably wélectronic locks.
* There will be security screens on all external wind.
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1.5. User Access to Network
1.5.1. New Users
New Networkuserid's will be handled as follows:

» Written notification from HR must be submitted t83 for new employees.

* The HR notification form will be kept indefinitelyy TSS.

* The new employeaserid andpassword will be given orally to the user.

* New students can be look up theserid on the College’s Web site.

* The access level will be no higher than required@soved by the network
administrator/system custodian

1.5.2. Terminating Users
Theuserids of persons leaving the College or no longer rengiaccess will be disabled.

* Human Resources personnel, via email, shall nd§ within 24 hours of an
employee leaving the employ of the College. Alinputer files related to that
individual will be referred to the system custodiandisposal.

* Userids for students which have become inactive will beatlied within 12 months.
The associated computer files will be referrechgsystem custodian for disposal.

1.6. Fire Detection and Control

There will be smoke and thermal detectors on teenjses.
Under floor areas will have smoke and water detscto

1.7. Data Integrity

» Security backups of all data will be made dailyewg, or monthly depending on the
system.
* The backup regime must meet the following criteria:

* Enable recovery to the last backup for the affesieiem.
* Provide at least one more level of backup to aiptesvtime, to cover the case of
the failure of the primary backup media.

* There should be offsite storage of security baakegia to enable a full data
recovery to no earlier than one working week.
* There should be a validation of security backufdeasgt once every six months.

1.8. Password Aging

If the Network Operating System provides the fagilautomatic Password Aging should
be enforced. The life of a password should be acerthan 90 days.
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1.9. Disaster Recovery Plan
There will be a Disaster Recovery Plan for evergtegic system.

1.10. Documentation
Procedures reflecting these policies must be dontedewithin the TSS.

2. Software Change Control

2.1. Definition

Software Change Control covers the control of gflects of strategic systems software
including the operating system, its associated ggek and utilities, third party and
College developed applications, together with amypmand procedures and
documentation to support and run them.

2.2. General Obligations

When mid-level to major changes are required ttesys software, associated packages
and utilities, applications software, command pdures, or documentation, it is
essential that the changes are:

* appropriately authorized and approved
» thoroughly tested

» sufficiently documented

* implemented at an appropriate time.

Any change must only be transferred into the prtdnenvironment when approved by
the appropriate System Custodian.

Sound software security management requires theedues to manage the change
control for applications and systems changes &gl defined. There must be a set of
Software Change Control Procedures to assist theeps.

2.3. Change Control Responsibilities

Specific personnel will be given the responsibifidy the implementation of changes by
undertaking appropriate testing in the test envirent, and, subject to the appropriate
approvals, moving the changes to the productioiremment. All elements of the
system will be subject to Software Change Controtedures.
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2.4. Change Control Environment

Where possible, three separate environments sheutdaintained for each strategic
system:

* development
» testing
e production

Migration of software between environments shoully e undertaken after obtaining
the appropriate sign-offs as specified in the SafenChange Control Procedures.

New software and changes to existing software shoelprepared in theevel opment
Environment by appropriately authorized development or appbee support staff.
Applications should be specified, designed and d@deording to the College’s systems
development methodology (APT).

Once assessed as satisfactory, the new or modti&dare should be transferred to the
Testing Environment for systems and acceptance testing by an apptepesting group,
according to an agreed test procedure. Changastteare are not permitted in the
testing environment.

Following successful completion of testing and appf by the appropriate systems
custodian, the new or modified software shouldraedferred to th@roduction
Environment for implementation under the control of TSS Operst staff. A
contingency plan to enable the software to be redtw its previous version in the event
that the implementation is unsuccessful shouldrbpared where appropriate.

2.5. Documentation
Change Control Procedures

Procedures reflecting these policies must be dontedan the TSS Software Change
Control Procedures.

Software Change Request

No software change is to be undertaken withoutpganagriately authorized software
Service Request. The Service Request is alsorithegal documentation to be
completed for the software change management @oces

Technical, Operations and End User Documentation

Appropriate documentation in respect of each softvehange must be completed in
sufficient detail and accepted before the changmpgemented in the production
environment.
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3. Communications

Network access can be categorized into three raagas:

1. Campus Local Area Network
2. External Access
3. Intercampus Network (between MCC campuses)

The College has varying degrees of control decssaidfecting security management of
these areas:

1. Total control over the campus LAN and Intercampietwork, given that TSS staff
plan, install, manage, and maintain these systems.

2. No control over the Internet

3.1. Campus Local Area Networks
3.1.1. Physical Security
The following standards of physical security camjmasil area networks must be met:

* Premises housing network control equipment mugthysically strong and free from
unacceptable risk from flooding, vibration, dugt,. e

» External building ducts must conform to Collegengtds of service reticulation.

* Internal building distribution of cables within &eg, wall or floor cavities must be
reticulated within protective conduits.

» Air temperature and humidity must be controlledvithin equipment defined limits.

* Network electronics must be powered via Un-intetaibje Power Supplies to provide
the following:

1. Minimum of 15 minutes’ operation in the eventagbower blackout.
2. Adequate protection from surges and sags.

3.1.2. Physical Access

» Access to areas housing network electronics shmilcbntrolled by designated TSS
staff only.

» Doors to areas housing network electronics willdmked with a unique key, the
distribution of which will be determined by TSSf§tand the Vice Chancellor for IT.

3.1.3. Data Integrity
3.1.3.1. Eavesdrop Protection
With the present security strategy, users are ostagl into security sub-groups

(students, administrative staff, and general st&fbwever, the creation of each security
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sub-group requires a duplication of physical neknofrastructure and increased central
management. The end result of which is not alwaigly effective - e.g. the
Admissions users are an isolated networking subggrbut if admissions staff connect to
the network from any other location on campus, tinexy forfeit all of the security of
their designated sub-group.

By utilizing eavesdrop protection at the networkdweare level, full network flexibility
on campus is retained at the user end, with aneaiilable system of eavesdrop
protection.

Mohave Community College Campus Local Area Netwatksuld all be protected by a
hardware level of eavesdrop protection.

3.2. Inter-campus Network

The inter-campus network consists of leased telemanication lines connecting College
campus locations to the College LAN. All policesd guidelines established for the
central campus LAN apply to the extended campuses.

3.3. Regional and Wide Area Networks

Protection from illegal entry from public Regioraald Wide Area networks is usually
provided by network firewalls. However, with thewelse nature of the College’s
business and the public nature of the servicegttdativers, firewall solutions are not
sufficient. Many of the College’s customers arteaxal to the campus and use the
public networks to access College teaching, rebkeamnd library material. Also,
academic staff can be highly mobile, requiring asde the College network from
various external locations, often from overseas.

Because of the nature of Wide Area Networks (WAMNY¢€ are only limited security
measures that can be taken. Security Policy fat&jic Systems must rely heavily on
software applications and general computer controlee risks of transmitting
information over the WAN must be considered when:

» Determining the nature of information to be sergrahe WAN.
» Granting approval for new applications, which inkethe transmission of
information over the WAN.

Mohave Community College Page 35
IT Security Manual September 11, 2008



Appendix C — Standards and Guidelines for
Desktop Computers

1. Desktop/Laptop Computer Security Guidelines

1.1. Definition

Desktop/laptop computers are personal workstatizaus though possibly linked to other

computers via a Local Area Network, function amdtalone units.

1.2. General Obligations

Users and custodians of desktop/laptop computersudiject to the “Conditions of Use”

and “Code of Practice” sections specified in thdége’s IT Security Manual.

1.3. Hardware Security

1. Lock offices. Office keys should be registeasd monitored to ensure they are
returned when the owner leaves the College.

2. Secure desktop/laptops in public areas. Equipihoeated in publicly accessible areas
or rooms that cannot be locked should be fastepachdby a cable lock system or
enclosed in a lockable computer equipment unisec

3. Secure hard disks. External hard disks shogllslsured against access, tampering, or
removal.

4. Locate computers away from environmental hazards
5. Store critical data backup media in fireprodditgor in another building.

6. Register all College computers.
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1.4. Access Security

» Utilize password facilities to ensure that onlyrearized users can access the system.
Where the Desktop/Laptop is located in an openespadcs otherwise difficult to
physically secure then consideration should bergiveenhanced password
protection mechanisms and procedures.

» Users will be assigned accounts on the appropdi@teains in accordance with
industry wide security standards.

* In order to maintain trusted login, no users shaiglel more than one login except in
the event of an emergency.

» Password guidelines:

* Length should bat leastsix characters.

* Avoid words found in the dictionary and includdesdst one numeric character.
(Six-character passwords may suffice for non-diary words.)

* Choose passwords not easily guessed by someonaisteguwith the user. (For
example, passwords should not be maiden namesnaesof children, spouses,
or pets.)

* Do not write passwords down anywhere.

» Change passwords every 90 days.

* Do not include passwords in any electronic mail sags.

1.5. Data and Software Availability

Back up and store important records and progransregular schedule.
Check data and software integrity.
Request immediate assistance from Help Desk peestmnepair software problems.

1.6. Confidential Information

* Encrypt sensitive and confidential information wéappropriate.
Monitor printers used to produce sensitive and idential information.
Overwrite or “Wipe” sensitive files on fixed diskigpppy disks, or cartridges.

1.7. Software

Software is protected by copyright law. Unauthedizopying is a violation of College
Copyright policy. Anyone who uses software shauiderstand and comply with the
license requirements of the software. The Collegibject to random license audits by
software vendors.

1.8. Viruses

Computer viruses are self-propagating programsitifiatt other programs. Viruses and
worms may destroy programs and data as well ag tissncomputer's memory and
processing power. Viruses, worms, and Trojan tsoase of particular concern in
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networked and shared resource environments betaipossible damage they can cause
is greatly increased. Some of these cause damageplgiting holes in system software.
Fixes to infected software should be made as ss@poblem is found.

To decrease the risk of viruses and limit theiespr

» Periodically run Anti-Virus software scans on yesystem to include “all files.”

* Allow your virus software to update definitions lgai

» Contact TSS for assistance in installing software.

* Unplug computer from the network and contact thioHEesk immediately if you
suspect virus contamination.

1.9. Computer Networks

Networked computers may require more stringentrigdhan stand-alone computers
because they are access points to computer networks

While TSS has responsibility for setting up andmteining appropriate security
procedures on the network, each individual is rasjiibe for operating their own
computer with ethical regard for others in the sddagnvironment.

The following considerations and procedures musrbphasized in a network
environment:

» Check all files downloaded from the Internet. Avdimwnloading shareware files.

» Test all software before it is installed to makesstidoesn't contain a virus/worm
that could have serious consequences for otheoparsomputers and servers on
College networks.

» Choose passwords with great care to prevent unazgilouse of files on networks or
other personal computers and change them evergy d

* Always BACK-UP your important files.

» Use (where appropriate) encrypting/decrypting amtientication services to send
confidential information over a College network.

* Never store College passwords or any other conti@estata or information even
temporarily.
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Appendix D — MCC Copyright Policy

Mohave Community College details their Copyright S&ompliance policy in the
Course Catalog. The current version of this dogungeavailable online at
http://www.mohave.edu/print/244.asp
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Appendix E — MCC Intellectual Property Policy

Mohave Community College details their Academi@gmity policy in the Course
Catalog. The current version of this documenvailable online at
http://www.mohave.edu/print/244.asp

Mohave Community College Page 40
IT Security Manual September 11, 2008



Appendix F - Security Policy Forms

Data Security Form

h
IMohave

Community College

EX Data Security Form

As techmology continues to improve, it becomes of greater importance to increase the levels of data security.
Everyone that needs access to any of the EX module data MUST have a cwrent EX data security form on file
with HE. Flease read and sign this form and retum it to HE as soon as possible.

| EMPLOYEE SECTION |

Name: MCC ID#:

SQREQE QQNDTCT

An account om the College's Computer System s a privilege available to qualified students, faculty and staff. Because of this, you have a
responsibility in helping to maintadn this resource on campas. The reliable operation of thess systems and the responsible use of their
resournces is of common interest and concern for all users, operators and sponsors. Many of the network resources are provided by the
College amd the US. Covernment. [rresponsible use of this critical resource poses an enormous threat to s continued availability to the
campus. Anyone who seeks to gain unsuthorized access to the resources of the College's Computer Systems or network disrupts the
imtersded wse of the network, and wastes resounces [people, capacity, computer). Such actions destroy the integrity of computer-based
information, and compromises. the privacy of users, therefore, abuse of this privilege & subject o disciplinary action up to and including
termimation, and may result o criminal or cvil prosecation.

Sinoe you are responsible for all use of your aocount, do not give out your password. This account may only be used by the undersigned.
Appropriate electronic communications are little different from appropriate face-to-face communications.  Therefore, profane, suggestive
ar abusive Empusge or mesages are not appropriate and will be subject o discplimary action up t© and including termination.

I, THE UINDERSIGHED, UMNDERSTAND AMND WILL ABIDE BY THE CODE OF COMNDUCT.

Employee Signature: Date:
| APPROVAL SECTION |
Supervisor: Phone Ext:
Supervisor Signature: Date:

Human Resources Approval:

"TSS initials: Date of Complerion:
Initial PCN: Initial Position:
WVC Initials: Group ID

O Poim TS 0001 |HTa€EE
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Employee Action Form

MOHAVE COMMUNITY COLLECGE
EMPLOYEE ACTIOX FORM (EAF)

THIS IS NOT A CONTEACT - PAY WILL BE PER MCC SALARY AND PAY SCHEDULE
NO COMPENSATION WILL BE MADE WITHEOUT THE STEMISSION OF A TIMESHEET OR PAYMENT VOUCEER

EAl:mugc by og OREICINAL, No fag or copisg oy lode EAF: wrill by socogesd golegs ppproned Bv g W0,
L Exployes
Infzrmarizz
s Maroe Firsl Bl [ ER] EEF (Ll & dygats
hiailieg Addiess ity Sule Zip
Physical Addreas Clity Bule Zip
H||r|:|c Prans Oither Phose Emuil Address
1_:[:'.9 pmeme | TT2T Emglepes - Full Time
Seatoz Tsmporary Empleyss - BASED ON AVAILAELE FUNDDVC:
Heowmrr warked: Mol eteeal hooea fig Elt
Circle G Compensilios will ke mads vea: TIMEEHEET PAYRIENT VOUCHER
Chack all that azghr
Mew RiOT Fxpliyes Fetining hCT Esployes Working in ofter positinns) o RIOT
(Raplsn in VI baloer)
Currestly receiving AT Sule etiresenl benelis? __Yes __ Wa
Cuerest, active member of the AT Sule Retisement Syslem (ASRS) teogh ancther esployes”™ __ Yea Mo
L
Clazzification Pexetizn: Bt Chale: End Dale
PO Dz Campus Logatisn:
Lewvel _CEule S FLEA States Esermpt Fimeescmpe
]E."' . Circls Cew:  TIMESHEET - Heurly Amcunl § PAYMENT VOLMCEER MOTA
ampsmuciaz —
V. Acticn —_ Appesniment Halary Adjesiment Retremen
__ Tille Chumger Supple=enlaliTnasloul Pay Resignilios
_ Treunafe Revlumification Temminatios
Lot Dy oo Wionrle (o anprpficalies _—
VI Commeniz
VIL Sigoaturss | Sigateres Tempoary E=plagess Eeanatures Al Dt E=ployees
Fonpiloy o4 Signatir: Dhate T Premident of Supervise Dute
Ripewiers Sigmalire Date Approprate Vice Chanceion Dute
Husrn R ey Dhale Chanselog Dl
VIO Bepst | pger Accunt Cde

MDD Fom R DOIE jrvd DRSNS
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Appendix G - 1ISO17799 Self Assessment

Question Y

Does your College have a Security Officer or egenarole?

Are security experts available either internallyoatsourced?

Does your College have measurable security goals?

Does your College have processes and proceduresaizaging and coordinating security?

Can the Security Officer or equivalent position aedurity organization direct your business unit?

Does each site or location of your College havermary security contact?

Does your College have a security policy?

Are your instruction’s security policies comprehea8

Are security policies evaluated, reviewed and kgpto date?

Do your College’s policies cover web-site secuisgues?

Does your College enforce a password policy?

Are your College's security policies available?

Do your College's policies address the privacyayspnally identifiable information?

Do you collect and / or store any sensitive data?

Does your College have an inventory tracking aadsification program?

Do your College's policies address access to afitiformation assets?

Are your College's access control policies compnsive?

Does your College have defined security policigsfetwork connections with external entities?

Are personnel required to comply with your Collegsécurity policy as a condition of employment?

Has your College assigned security roles and resspidities?

Are applicants for sensitive positions subjectedrizemployment security background checks?

Are security considerations part of employment agrents?

Are all employees and workers given awarenessitigannually?

Does your College protect all systems against foengployees, consultants, and partners?

Has your College defined a security perimeter?

Is the security perimeter protected and monitored?

Does your College require identification badges?

Is access to sensitive areas limited to authoniszdonnel only?

Has your College physically protected computeresyst?

Is removable media containing sensitive informapooperly protected?

Is disposal of sensitive materials handled in aisetashion?

Does your College prevent physical network accgasnauthorized outsiders?

Are remote locations secured in a similar fashathe primary facilities?

Does your College regularly perform preventive rnteiance on the networks?

Does your College have policies and proceduresicepto prevent computer virus infection?
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Question Y

Are recently discovered network vulnerabilities ntored and handled appropriately?

Does your College have backup and restore measuptsce?

Does your College configure al hosts for maximucusigy?

Are Internet services either turned off or secured?

Do all systems receive full security testing befdeployment?

Are all of your College's web servers protected?

Are the security requirements for all networks aridsion critical systems defined?

Are all network ingress and egress points monitarecbntrolled?

Does your College have a process for managing metagcounts?

Are users limited to the functions necessary tdqoer their role?

Is encryption used to protect all sensitive infotimrawhen it is transmitted over all external netka?

Are connections from laptops, mobile devices, @amdate users secured?

Are your College's security devices, includingfiawalls and intrusion detection systems, proteetgainst attack?

Does your College perform configuration managenagéat problem management?

Are secure configurations defined and managedlforeaworks, hosts, servers, and applications?

Does each application have its own security policy?

Are all application designs and secure code revigiwesecurity vulnerabilities before deployment greriodically thereafter?

Are custom developed applications free from vulbiitees?

Is security an integral part of all developmentj@cts?

Are staging, test, and development systems kejgragpfrom production systems?

Does your College have a business continuity plan?

Is your College's business continuity plan compnehe?

Are all mission critical systems fault tolerantredundant?

Is your business continuity plan supported by manznt?

Are all systems monitored and do all systems predudit logs?

Are audit logs collected and reviewed?

Does your College employ any intrusion detectiostey (IDS)?

Does your College have a process for reportingestieg security incidents?

Does your College have a process for respondiagsecurity incident?

Are intrusion response experts available eitharivdlly or outsourced?

Has your College committed to a security complign@gram?

Does your College have proof that the security d@npe program is being followed?

Does your College use technical means to test danga where possible?

Are audit results sufficient to determine whetheacceptable risks are being taken anywhere in €ollege?

Does your College respond to audit findings?

Do your College's audits cover the entire College?

Are penetration tests performed to validate segdticies, procedures, and mechanisms?
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Appendix H — Glossary of Terms

A

Access control:Measures that limit access to information or infation processing
resources to those authorized persons or applicatio

Account harvesting: A method to determine existing user accounts basddal and
error. Giving too much information in an error meggs can disclose information that
makes it easier for an attacker to penetrate opcomise the system.

Account number: The payment card number (credit or debit) thattifies the issuer
and the particular cardholder account.

Acquirer: A bankcard association member that initiates andhta@as relationships with
merchants that accept Visa or MasterCard cards.

Asset: Information or information processing resourceambrganization.

Audit Log: A chronological record of system activities thasusficient to enable the
reconstruction, reviewing, and examination of teguence of environments and
activities surrounding or leading to an operat@mpyocedure, or an event in a transaction
from its inception to final results. Sometimesafeally referred to as a security audit
trail.

Authentication: The process of verifying identity of a subject oogess.

Authorization: The granting of access or other rights to a ugegram, or process

B

Backup: A duplicate copy of data made for archiving purgosefor protecting against
damage or loss.

C

Card-validation code:

The three-digit value printed on the signature paha payment card used to verify
card-not present transactions. On a MasterCard g@atyoard this is called CVC2. On a
Visa payment card this is called CVV2.

Cardholder: The customer to whom a card has been issued andhedual authorized

to use the card.

Cardholder data: All personally identifiable data about the cardtesldnd relationship

to the Member (i.e., account number, expiratiore ddata provided by the Member, other
electronic data gathered by the merchant/agentsarmuh). This term also accounts for
other personal insights gathered about the cardhald., addresses, telephone numbers,
and so on).

Compromise: An intrusion into a computer system where unaueatidisclosure,
modification, or destruction of data may have ooedir

Console:A screen and keyboard which allows access andaarftthe server /
mainframe in a networked environment.
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Cookies: A string of data exchanged between a web servenameb browser to
maintain a session. Cookies may contain user aeées and personal information.

D

Database:A structured format for organizing and maintaininfprmation that can be
easily retrieved. A simple example of a databasetéble or a spreadsheet.

Default accounts:A system login account that has been predefinednranufactured
system to permit initial access when the systefinssput into service.

Default password: The password on system administration or servicewaus when a
system is shipped from the manufacturer, usualip@ated with the default account.
Default accounts and passwords are published ahdmazvn.

Dual Control: A method of preserving the integrity of a procegsdnuiring that several
individuals independently take some action bef@main transactions are completed.
DMZ (de-militarized zone): A network added between a private network and dipub
network in order to provide aadditional layer of security.

E

Egress:Traffic leaving the network.

Encryption: The process of converting information into a forningelligible to anyone
except holders of a specific cryptographic key. bfsencryption protects information
between the encryption process and the decryptioregs (the inverse of encryption),
against unauthorized disclosure.

F

Firewall: Hardware and/or software that protect the resowstese network from users
from other networks. Typically, an enterprise wathintranet that allows its workers
access to the wider Internet must have a firewgbirevent outsiders from accessing its
own private data resources.

H
Host: The main hardware on which software is resident.

Information Security: Protection of information for confidentiality, irgaty and
availability.

Ingress: Traffic entering the network.

Intrusion detection Systems:An intrusion detection system (IDS) inspects atidand
and outbound network activity amndentifies suspicious patterns that may indicate a
network or system attack from somea@ttmpting to break into or compromise a
system.

IP address:An IP address is a numeric code that uniquely iflesta particular
computer on the Internet.
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IP Spoofing: A technique used to gain unauthorized access tgutars, whereby the
intruder sends messages to a computer with andfesslindicating that the message is
coming from a trusted host.

K

Key: In cryptography, a key is a value applied usinglgorithm to unencrypted text to
produce encrypted text. The length of the key gahedetermines how difficult it will
be to decrypt the text in a given message.

M

Monitoring: A view of activity on a network.

N

Network: A network is two or more computers connected tdedher so they can share
resources.

Network Address Translation (NAT): The translation of an Internet Protocol address
(IP address) used within one network tifferent IP address known within another
network.

Non student users:Any user, excluding students, that accesses systeahsding but

not limited to,employees, administrators, and third parties.

P

Password:A string of characters that serve as an authenoticdtthe user.

Patch: A quick-repair job for a piece of programming. Dhgia software product’s beta
test distribution or try-out period and later aftiee product is formally released,
problems will almost invariably be found. A patshthhe immediate solution that is
provided to users.

Penetration: The successful act of bypassing the security mesimsnof a system.
Penetration Test: The security-oriented probing of a computer systemetwork to
seek out vulnerabilities that an attacker could@kpr he testing involves an attempt to
penetrate the system so the tester can reporieovutherabilities and suggest steps to
improve security.

Policy: Organizational-level rules governing acceptableafs®mputing resources,
security practices, and guiding development of apenal procedures.

Procedure: A procedure provides the descriptive narrativel@ngolicy to which it
applies. It is the “how to” of the policy. A proaaa tells the organization how a policy
is to be carried out.

Protocol: An agreed-upon method of communication used witieitworks. A
specification that describes the rules and pro@dproducts should follow to perform
activities on a network.
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R

Risk Analysis: Also known as risk assessment, a process thatnsgstally identifies
valuable system resources and threats to thoseroesy quantifies loss exposures (i.e.,
loss potential) based on estimated frequenciesastd of occurrence, and (optionally)
recommends how to allocate resources to counteurgsaso as to minimize total
exposure.

Router: A router is a piece of hardware or software thainaets two or more networks.
A router functions as a sorter and interpretet b®ks at addresses and passes bits of
information to their proper destinations. Softweraters are sometimes referred to as
gateways.

S

Sanitization: To delete sensitive data from a file, a deviceg system; or modify data

so that data is useless for attacks.

Security Officer: The person who takes primary responsibility forgkeurity related
affairs of the organization.

Security policy: The set of laws, rules, and practices that regiiate an organization
manages, protects, and distributes sensitive irdtom.

Sensitive data:Data whose unauthorized disclosure may be usedunldlent
transaction.

Separation of duties:The practice of dividing the steps in a system fiamcamong
different individuals, so as to keep a single imdinal from subverting the process.
Server A computer that acts as a provider of some setei@her computers, such as
processing communications, file storage, or prinfacility.

SQL injection: A form of attack on a database-driven Web site lictv the attacker
executes unauthorized SQL commands by taking adgardf insecure code on a system
connected to the Internet. SQL injection attacksumed to steal information from a
database from which the data would normally noa\mElable and/or to gain access to an
organization’s host computers through the comphiigtris hosting the database.

SSL: An established industry standard that encryptshiaanel between a web browser
and Web server to ensure the privacy and religtolitdata transmitted over this channel.
System Perimeter ScanA non-intrusive test which involves probing extdrfecing
systems and reporting on thervices available to the external network (i.evises
available to the Internet).

T

Tamper-resistance:A system is said to be tamper-resistant if it falilt to modify or
subvert, even for an assailant who has physicasscio the system.

Threat: A condition that may cause information or infornoatprocessing resources to
be intentionally or accidentally lost, modified p&sed, made inaccessible, or otherwise
affected to the detriment of the organization.

Token: A device that performs dynamic authentication.

Transaction data: Data related to an electronic payment.
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Truncation: The practice of removing a data segment.

Two-factor authentication: Authentication that requires users to produce two
credentials - something they have (esgnartcards or hardware tokens), and something
they know (e.g., a password). In order to accesstem, users must produce both
factors.

U

UserID: A character string that is used to uniquely idgmgi&ch user of a system.

Vv

Virus: A program or a string of code that can replicatelftand cause the modification
or destruction of software or data.

Vulnerability: A weakness in system security procedures, systaigrie
implementation, or internal controls that couldegloited to violate system security
policy.

Vulnerability Scan: An automated tool that checks a merchant or sepriceider’s
systems for vulnerabilities. The tool remotely eavs networks and Web applications
based on the external-facing Internet protocol djresses. Scans identify
vulnerabilities in operating systems, services, @ences that could be used by
unauthorized individuals to target the companyisgie network.
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